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SECTION 1. GENERAL

1.1 Purpose of the End User Manual. The purpose of this

End User Manual (EM) for the Standard Installation/Division
Personnel System (SIDPERS) at the Field Operating Level
(FOL) for the Army National Guard (ARNG) is to provide the
end user with the information necessary to effectively use
SIDPERS and access the Unisys 5000-series (U5000) computer
using either the Unisys UVT-1224 terminal or the Zenith
Z-248 personal computer.

1.2 P of t m. SIDPERS is a multi-command,
computer-supported personnel management information system
that operates at the FOL site located in each of the 50
states and 4 U.S. territories. SIDPERS supports the areas
of strength accounting, personnel management, information
retrieval, and external interfaces.

SIDPERS provides the following benefits:

a. Reduces manual workload at all levels of unit
organization.

b. Provides increased accuracy of personnel data. -

c. Expands preparation of management information for

planning, controlling, and executing assigned
missions for unit commanders.

d. Supports the personnel needs of the individual
soldier.
e. Provides the necessary personnel management tools

to field commanders at all levels of command.

f. Provides management information to functional
managers at state headquarters.

g. Provides accurate and timely readiness, strength,
and personnel projection requirement data.

h. Provides the capability to retrieve data using ad
hoc queries.

i. Provides personnel data to the National Guard
Bureau (NGB) for monitorship.

j. Provides the capability for automated transfer of
personnel records to the active Army and Army
Reserve.
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Satisfies NGB personnel data needs.

Provides machine-readable information to other
automated systems.

1.3 References. The following unclassified documents are
references to this system:

a.

b.

DOD-STD-2167A, Defense Systems Software
Development, 29 February 1988.

DOD-STD-7935A, DOD Automated Information Systems
(AIS) Documentation Standards, 31 October 1988.

AR 25-1, Army Automation Management, 18 November
1988.

AR 25-9, Army Data Management and Standards
Program, 25 September 1989.

AR 40Q-501, Standards of Military Fitness, 15 July
1987.

AR 340-21, Army Privacy Program, 5 July 1985.

AR 380-5, Department of the Army Information
Security Program, 25 February 1988.

AR 380-19, Information Systems Security, 1 August
1990.

DA Pam 25-SDD, Information Management Software
Design and Development, Undated.

DA Pam 25-4, Information Systems Technical
Documentation, 10 April 1991.

NGB Pam 25-10, Standard Installation/Division
Personnel System (SIDPERS) Data Element
Dictionary, 15 December 1993.

NGB Pam 600-8-1, Personnel - General, Standard
Installation/Division Personnel System (SIDPERS)
Unit Level User Manual, 15 July 1988.

NGB Pam 600-8-20, Personnel - General, Army
National Guard SIDPERS-ARNG Handbook for
Commanders, 1 June 1988.
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NGR 600-100, Commissioned Officers - Federal
Recognition and Related Personnel Actions, 15
April 1994.

NGR 600-101, Warrant Officers - Federal
Recognition and Personnel Actions, 1 April 1989.

NGR 600-200, Enlisted Personnel Management, 1
March 1989.

NGR 614-1, Inactive Army National Guard
Administration, 14 November 1986.

TB 18-110, Army Automation Configuration
Management, 1 April 1982.

AISM 25-P19-HSD-SPY-DS, Army National Guard,
Standard Installation/Division Personnel System
(SIDPERS), Database Specification (DS), 1
September 1995.

AISM 25-P19-HSD-SPY-FD, Army National Guard,
Standard Installation/Division Personnel System
(SIDPERS), Functional Description (FD), Draft - 16
. September 1992.

AISM 25-P19-HSD-SPY-OM, Army National Guard,
Standard Installation/Division Personnel System
(SIDPERS), Computer Operation Manual (OM), 20
March 1992.

AISM 25-P19-HSD-SPY-SS, Army National Guard,
Standard Installation/Division Personnel System
(SIDPERS), System Specification (SS), Draft - 30
July 1993.

Army National Guard, SIDPERS-ARNG, Detailed
Functional System Requirements, Undated.

Operating and Programming Guide, Video Terminal
UVT-1224, Unisys Corporation, April 1987.

U Series ORACLE 6.0 RDBMS Database Administrator's
Guide, Version 6.0, Oracle Corporation, October
1989.

U Series ORACLE6.0 RDBMS Error Messages and Codes
Manual, Version 6.0, Oracle Corporation, October
1989.
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aa. U Series ORACLE 6.0 SQL*Plus User's Guide and
Reference, Version 3.0, Oracle Corporation,
October 1989.

bb. Z-248 PC Series Computers Owner's Manual, Zenith
Data Systems Corporation, 1986.

1.4 Terms and Abbreviations. The following list defines
SIDPERS terms used throughout this document:

a. Data Processing Installation (DPI). The

organization that maintains the hardware,
software, and supervises the technical aspects of
data interfaces.

b. System Administrator (SA). The individual at the
DPI who is responsible for the day-to-day

operation of the hardware and software. These
responsibilities include the granting of user
login names and passwords to be used by end users
to gain access to the UNIX operating system.

c. Database Administrator (DBA). The person who is
responsible for managing and supporting the
SIDPERS and/or ORACLE database.

d. SIDPERS Interfac ranch (SIB). The central
location in each state and territory where data is
entered into SIDPERS. SIB personnel receive
source documents from all levels of command,
review the information in those documents, and
enter the data into the automated system.
Personnel at the SIB will be able to add, change,
or delete records.

The acronyms and mnemonics used in this document are listed
in Appendix A.

1.5 Security. SIDPERS processes personnel data that is
subject to the provisions of Public Law 93-579, "The Privacy
Act of 1974", which prohibits unauthorized access to records
containing personnel information.

The Act requires that agencies establish appropriate
administrative, technical, and physical safeguards to ensure
security and confidentiality of records. Agencies must also
provide protection against anticipated threats or hazards
that could result in substantial harm, embarrassment,
inconvenience, or unfairness to any individual for whom
information is maintained.
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AR 380-19 establishes guidelines for safeguarding personal
information in automated systems. All personnel with access
to SIDPERS must be familiar with the provisions of AR
380-19, which specifies the following minimum security
requirements:

a. Individual Accountability. Each user's identity
should be positively established through the use

of a password system. The user's access to and
activity in the system (including material
accessed and actions taken) should be controlled
and open to scrutiny.

b. Physical and Environmental Control. The system

should be externally protected to minimize
unauthorized access to system entry points, access
to sensitive defense information, or damage to the
system.

c. System Stability. All elements or components of
.the system should function in a cohesive,
identifiable, predictable, and reliable manner to
ensure early detection and reporting of
malfunctions.

d. Data Integrity. Each file or collection of data
should have an identifiable origin and use. Its
accessibility, maintenance, movement, and
disposition should be governed on the basis of
security classification and need-to-know.

e. stem Reliability. The system should function so
that each user has access to only the information
to which he or she is entitled.

f. Communication Link. All communication links and
lines should be secured in a manner appropriate
for the material transmitted.

g. Classified and Unclassified National Security-
Related Information. Information that is

processed and produced by the system or stored in
or on media should be safeguarded as appropriate
for its assigned classification or sensitivity.

SIDPERS users are not permitted to make copies of data,
documents, or software unless specifically authorized by the
SIB Chief. All documents containing personal information
will be identified with labels, flags, or other prominently
displayed notices indicating "Personnel Information Subject

1-5
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to the Privacy Act of 1974" and will be protected
accordingly.

SIDPERS does not utilize, process, or store classified data
or software; therefore, no safeguards concerning these areas
are incorporated into the system.

SIDPERS incorporates both access security and functional
security in order to protect personnel data according to
"The Privacy Act of 1974" and AR 380-19.

1.5.1 Access Security. System access is restricted through

a UNIX user name and password which are assigned by the SA
at the DPI. The SIB Chief or the DBA assigns another user
name and password that allows the user to gain access to
both the ORACLE Relational Database Management System
(RDBMS) and SIDPERS.

1.5.2 Functional Security. Users are assigned a level of
access based upon the functions they perform. The SIB Chief
or designees have Supervisory access (Level 1 users). They
assign ORACLE and SIDPERS user names and passwords and have
access to any of the SIDPERS functional areas. They are the
only ones who can run reports or use the administrative
functions. Users who have Analyst access (Level 2 users)
can use only the personnel actions, queries, and
organizational processing areas.
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SECTION 2. SYSTEM SUMMARY

2.1 Overview. The Standard Installation/Division Personnel
System (SIDPERS) is a computerized management information
system designed to support the functional areas of strength
accounting, personnel management, information retrieval, and
external interfaces at the Field Operating Level (FOL).
SIDPERS provides end users with the capabilities to edit
transaction inputs and update the database, generate reports
and queries, and create interface transactions for the
Headquarters Operating Level (HOL) at the National Guard
Bureau's Military Pay Branch (MPB) at the state level, as
well as the Retirement Points Accounting System (RPAS).
SIDPERS features include fast turnaround time, low error
rates, efficient use of system and human resources, and
low-cost personnel management. In addition, SIDPERS can be
expanded to meet future requirements.

2.1.1 Application Summary. SIDPERS allows the end user to
maintain a database of all system records and prepare
reports for management and other authorized personnel.
Database queries can be used to answer specific questions or
generate special reports.

The following descriptions provide additional information
about SIDPERS:

a. Logical Parts of the System. SIDPERS performs six

major functions which are accessed through the
SIDPERS Main Menu. These functions are shown in
Figure 2.1-1 and described in paragraph 4.1. 1In
addition to these functions, SIDPERS performs
end-of-day processing that runs automatically at a
time designated by the Database Administrator
(DBA) .

b. Communications Paths and Technigques. The
communications paths and techniques will vary,

depending on the end user's location within the
state. Local users will have a direct terminal
interface with the Unisys 5000-series (U5000)
computer and remote users will be able to
communicate with the system using personal
computer modem operations. Personal computers
functioning as remote terminals will require
emulators (e.g., Enable VT100 or Procomm VT100)
when performing input/output functions with the
Unisys 5000-series computer. Data transmission to
the external interface will be accomplished using
the Automatic Digital Network (AUTODIN), if
available. If communications links are not

2-1



AISM 25-P19-HSD-SPY-EM
30 July 1997

available, data will be written to flat files and
forwarded on magnetic tape. The System .
Administrator (SA) can provide additional
information about communications.

SIDPERS
0.0

Select Local
Supplemental
Database

Select Administrative
Functions

Administrative ocal Supplementa

Functions Database
10 Select 6.0
: Select Organizational -
Reports Processing

Select

" Select Queries
Personnel Actions

Queries
4.0

Figure 2.1-1. SIDPERS Functions

Reports Organizational
Processing

2.0 5.0

Personnel
Actions

3.0
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Enlistment Major Commands/ Appointment
Battalions/Units Records

* Enlistment/reenlistment records
flow to the SIB either direct from
originator or through the EPMS as
directed by MILPS. Records must
amrive in SIB NLT 10 days after SIDPERS
enlistment/reenlistment is effective. Reports
Change Reports Management
Enlisted
Management
Source Documents
Source Documents l Source Documents
Management
Reports
v \
Source Documents o Retirement
SIDPERS Data
INTERFACE
BRANCH RPAS
(SIB)

Update Source
Tr . Documents

Management
Reports

Pay Supporting
Transactions

Update
Transactions

Management
Reports

Advisory/Error

Military Pay Listings

Branch

State DPI

Figure 2.1-2. SIDPERS Data Flow
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Interfaces to Other Systems. SIDPERS will

interface with the following systems:

(1)

(2)

(3)

HOL. Every transaction processed at the Field
Operating Level (FOL) of SIDPERS must be
transferred to the Headquarters Operating
Level (HOL). Data is extracted from the
Transaction History File and used to maintain
the currency of the HOL database.

MPB. The SIDPERS data provided to the MPB
consists of the information necessary for
payment of members of the Army National
Guard. The data is extracted from the Joint
Uniform Military Pay System (JUMPS) base file
created by the SIDPERS transactions.

RPAS. Data is extracted from the Personnel,
Personnel Loss, Organization, and Transaction
History Files to be used for retirement
accounting in the Retirement Points
Accounting System (RPAS).

User and Function Relationships. The SIDPERS
Interface Branch (SIB) enters information into

SIDPERS that it receives from all levels of
command. The organizations that provide input to
the system or that receive output from it are

‘depicted in Figure 2.1-2, SIDPERS Data Flow.

Performance. SIDPERS is designed to respond to user

initiated actions relating to data input and data retrieval.
The system provides formatted screens to assist the user in
entering data and interpreting displayed information.

Office procedures for data entry are the responsibility of

the SIB.

SIDPERS achieves all of the requirements outlined in the
Functional Description (FD) in a timely manner. Recognizing
that timeliness is directly related to the complexity of the
the volume of data being created or accessed, the
size of the database, and the system activity, the following
response time estimates are provided:

function,

a.

The data entry screen for a single input or

viewing is available within 10 seconds. This

allows time for the screen to execute triggers
associated with displaying the screen. As data is
entered, time is allowed for verifying and
displaying other associated data.

2-4
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b. Generation of hard-copy output for predefined
reports is available as required and may take as
little as 1 minute, or as much as a few hours,
depending upon the report, the number of records
selected, and the output device.

c. Ad hoc queries, having search parameters not

previously defined, may take from a few seconds to
a few minutes, depending upon the complexity of
the Structured Query Language (SQL) statements and
the level of the user's knowledge of SQL.

d. Response times for predefined, keyed queries and
updates vary from approximately five seconds to
one minute, depending upon the complexity and size
of the query, the size of the database, and system
activity.

SIDPERS contains internal edits which provide screen
indicators and/or error messages when invalid data are
entered or invalid system options are attempted. A detailed
discussion of error recovery actions is provided in Section
4 of this manual.

2.1.3 Controls. SIDPERS incorporates both access control
and functional security by identifying a given set of
functions that a user is authorized to perform, and then
allowing the user to access only those functions. This is
accomplished through a menu-driven system that is sensitive
to a database-resident user name/password access
authorization system.

The SA issues each user a unique user name and password for
the system logon. The SIB Chief also issues each user an
additional user name and password combination for logging
onto ORACLE and SIDPERS. The user must enter both correctly
before being granted access to the system. SIDPERS uses
both sets of user names and passwords to identify those
functions the user may perform. It then denies access to
any functions that the individual is not authorized to
execute. For example, if a user has Analyst access, he or
she will be denied access to the Reports and Administrative
Functions, but not to Personnel Actions, Queries, or
Organizational Processing.

Users are not permitted to make copies of data, documents,
or software unless specifically authorized by the SIB Chief.
All documents containing personal information must be
identified with appropriate labels, flags, or other
prominently displayed notices indicating "Personnel

2-5
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Information Subject to the Privacy Act of 1974" and
protected accordingly.

All media and automated outputs of SIDPERS must be marked to
accurately reflect the sensitivity of the information.

Media and automated output should be protected at the
highest level of information handled by SIDPERS until the
output is manually reviewed by an authorized person. The SA
will provide site-specific directions regarding marking and
protecting media and information.

2.2 System Environment. The application will run on the
Unisys 5000-series computer using the UNIX Operating System

and the ORACLE Relational Database Management System
(RDBMS) . The following subparagraphs provide information
about the hardware and software requirements of SIDPERS.

2.2.1 Hardware. Each of the 54 data processing
installations (DPIs) is equipped with a Unisys 5000-series
(U5000) computer and expansion cabinet; however, each site's
hardware configuration will be based upon its needs. The
minimum system configuration, components, and input/output
(I/0) devices needed to operate SIDPERS are:

a. A central processing unit (CPU) that provides a
12.5-megahertz, 68020 microprocessor with 4
kilobytes (KB) of cache memory. The U5000-series
can accommodate up to four CPUs.

b. A memory board that provides 2, 4, 8, or 16
megabytes (MB) of memory.

C. A direct memory access (DMA) controller that is
the controlling device for main memory. The DMA
Controller checks and corrects the integrity of
data flow between memory and the CPU and permits
direct communication between the CPU and the I/0
controllers.

d. A high-speed disk/tape controller that can control
up to four SMD interface disk drives and perform
low-level I/0 functions that relieve the CPU of
extra work.

e. A synchronous/asynchronous controller that
supports eight asynchronous RS-232C communications
or printer ports and an eight-bit parallel port.

f. A nine-track tape controller that allows the U5000
to interface directly with a nine-track, 1/2-inch,
reel-to-reel tape drive.

2-6
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g. A multiple-bus adapter board that is the
connection between the computer and various
controllers. These controllers include the
programmable communications controller, the
Ethernet I/0 controller, and the X.25 I/0
controller.

h. Unisys UVT-1224 video terminals with North
American keyboards.

i. Model AP1329 dot-matrix printers and Model 37
desktop laser printers.

j. A 515-MB fixed disk drive, a 300-MB removable disk
drive, and up to four 160-MB fixed disk drives.

k. A 1/4-inch streaming tape drive that can contain
up to 45-MB of data.

1. Cipher and/or Telex 1/2-inch, nine-track tape
drives that can accept large 1/2-inch tapes.

m. Short-haul/long-haul diagnostic modems.

n. An Ethernet I/0 controller that connects to an

Ethernet communications network, providing a
high-speed data exchange among computers and other
digital devices that are located within 2.5
kilometers of one another.

o. System Network Architecture (SNA) 3270/2770
emulator.

p. SNA 3270 terminal emulator.

g. RS-422 to RS-232 adapters.

2.2.2 Software. The UNIX Operating System, Level 5, and
ORACLE RDBMS, Release 6.0, will be used to run the
application. Additional software programs, analysis
programs, and report programs are written in ORACLE, 'C'
programming language, and the UNIX shell script.

2.3 Contingencies and Alternate Modes of Operation.
SIDPERS operations will not be affected in times of

emergencies, disasters, alert, or war. Local policies and
procedures developed by the SIB will prescribe contingency
planning and the alternative modes of operation during
periods when SIDPERS is not operational for any reason.
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2.4 Assistance and Problem Reporting. Questions regarding
the operation of SIDPERS should first be researched in this
manual. If the answer cannot be found here, end users should

contact their supervisors who may refer the question to the
DBA or SA, as appropriate.
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SECTION 3. ACCESS TO THE SYSTEM

3.1 First-Time Use of the System. Users can access the
Standard Installation/Division Personnel System (SIDPERS)

through a Unisys UVT-1224 video terminal or a Zenith Z-248
personal computer (PC) with either an Enable Version 2.15 or
Procomm Version 2.4.2 communications interface. This
paragraph is divided into subparagraphs that provide the
following:

a. Equipment familiarization of the UVT-1224 terminal
and the Z-248 PC, including:

(1) The locations of the ON/OFF switches.
(2) The dimensions of the display screens.
(3) Descriptions of the cursors.

(4) Descriptions of the keyboards with the ORACLE
key mappings.

This information will allow the first-time or occasional
SIDPERS user easy access to the system.

b. Information about access control.

c. Information about installation and setup.

3.1.1 Equipment Familiarization. The following information
describes the UVT-1224 terminal and the Z-248 PC:

a. The terminal illustrated in Figure 3.1-1, UVT-1224
Display Monitor and Keyboard, comprises a cathode ray
tube (CRT) display monitor (or screen), and an
electronic, typewriter-formatted keyboard. Figure
3.1-2 depicts this keyboard. The display monitor is
mounted on a base that tilts and rotates, allowing
the screen to be easily adjusted to a convenient
viewing angle. The low-profile keyboard is attached
to the terminal base with a coiled cord that allows
for flexibility in positioning.

The UVT-1224 terminal has built-in setup screens that
allow the user to make changes to the terminal
operating features. For example, the setup screens
can be used to change a cursor type.
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Figure 3.1-1. UVT-1224 Display Monitor and Keyboard
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Chapter 3 of the Operating and Programming Guide,
Video Terminal UVT-1224, describes the setup screens
and the procedures used to select the various
options. The System Administrator (SA) may prescribe
specific setup parameters for all terminals at a
site.

. The PC depicted in Figure 3.1-3, Z-248 Display

Monitor and Keyboard, comprises a central processing
unit (CPU), CRT display monitor, and an electronic,
typewriter-formatted keyboard. Figure 3.1-4 depicts
this keyboard. The low-profile keyboard is attached
to the CPU with a coiled cord that allows for
flexibility in positioning. The Z-248 PC Series
Computers Owner's Manual provides additional
information about the Z-248.
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Z-248 Display Monitor and Keyboard
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3.1.1.1 ON/OFF Switch. The following information relates
the location of the ON/OFF switch for the UVT-1224 terminal
and the Z-248 PC:

a.

A rocker-arm type ON/OFF switch is located on the
back of the UVT-1224 terminal base, at the right hand
side (as viewed from the front). When power is on,
the small green POWER light, located on the keyboard
above the "Do" key, is illuminated.

The Z-248 PC has two ON/OFF switches. The ON/OFF
switch for the CRT is a button marked "I/O" and is
located on the lower right front of the monitor.

When power is on, the small green POWER light,
located on the monitor just to the right of the
ON/OFF switch, is illuminated. The ON/OFF switch for
the CPU is a rocker-arm type switch which is located
at the right rear of the CPU. When power is on, the
small green power light on the left front of the CPU
is illuminated.

3.1.1.2 Visual Display Screen. The following list
describes the visual display screen of the UVT-1224 terminal

and Z-248 personal computer:

a.

The UVT-1224 screen displays 25 lines of 80
characters each. Line 25 is a status message/error
line that cannot be accessed by the user. The system
software generates all information on line 25.
Pressing the STATUS key in the upper left area of the
keyboard removes or returns the status message/error
display.

The brightness of the screen can be varied with the
brightness control, located under the rear of the
display monitor.

The Z-248 screen displays 25 lines of 80 characters
each. Line 25 is a status message/error line that
cannot be accessed by the user. The system software
generates all information on line 25. Pressing the
Control and E keys together displays information
about the last error message.

The brightness of the screen can be varied with the
brightness control, located to the left of the ON/OFF
switch on the display monitor. The contrast of the
screen can be varied with the contrast control,
located to the left of the brightness control on the
display monitor. The color selection switch, located
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to the left of the contrast control, should be placed
in the "NORMAL" position.

3.1.1.3 Cursor. The cursor is located at the position
where the next character entered from the keyboard will be
displayed. The cursor that is normally used for the UVT-1224
terminal is a blinking, bright block occupying an entire
character space. Other cursor styles can be selected by
using the Display Setup screen for the UVT-1224. The cursor
that is used for the Z-248 PC is a blinking, underscore
character that occupies an entire character space.

The cursor scan keys at the right side of the UVT-1224 and
Z-248 keyboards move the cursor in the direction indicated
by the arrow on the key. They are referred to as the UP
ARROW [1], DOWN ARROW [!], LEFT ARROW [~], and RIGHT ARROW
[-] keys. Each time a key is pressed the the cursor moves
one space; it can be moved rapidly by holding the key down
for more than a half second.

For most SIDPERS operations, the system software determines
the position of the cursor. You are restricted by the
cursor to entering data only at the correct location(s) for
the specific function that has been selected.

3.1.1.4 Keyboard. The keyboard is the means for entering
data at the current cursor position on the screen for both
the UVT-1224 terminal and the Z-248 PC. The keyboard keys
are divided into four functional groups: data entry keys,
editing keypad, numeric keypad, and function keys. Refer to
Figure 3.1-2 for the location of the keys on the UVT-1224
keyboard and to Figure 3.1-4 for the location of the keys on
the Z-248 personal computer keyboard.

3.1.1.4.1 Data Entry Keys. The data entry keys are the
group of keys that comprise the major portion of both
keyboards and resemble a standard typewriter keyboard. They
provide the means for entering data at the current cursor
position on the screen. The cursor must be positioned within
a modifiable field; otherwise, the keystroke is not '
recognized. A modifiable field is a field for which data
can be added or changed; that is, blanks changed to
characters, characters changed to blanks, or existing
characters changed to different characters. In general,
SIDPERS will not permit the cursor to be positioned in an
unmodifiable field.

Throughout this manual, whenever a reference is made to a
specific key, that key is identified by showing the marking
on the key in square brackets, e.g., [A], where A represents
the ORACLE function. Several frequently used keys on the
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UVT-1224 are marked with pictorial symbols rather than a
letter, number, or punctuation mark. These keys are the
Shift, Shift Lock, Tab, and Return keys. They appear on the
7Z-248 keyboard as Shift, Caps Lock, Tab, and Enter.
Throughout the procedures in this manual, these keys on both
keyboards are referred to as [SHIFT], [CAPS LOCK], [TAB],
and [RETURN], respectively.

The Delete or "rub out" key on the UVT-1224 does not
function in SIDPERS as normally expected; that is, it does
not backspace and delete one character each time it is
pressed. Instead, it deletes all characters between the
current cursor position and the last [RETURN] as a single
operation. This same function can be performed on a Z-248
keyboard by holding down the Control key and then
simultaneously pressing the F key.

On a screen, the normal one-space-at-a-time delete function
is accomplished by simultaneously pressing the Control and H
keys on either keyboard. (The Backspace key on a Z-248
keyboard will also have the same effect as the Control and H
keys.) On a menu, this same function is accomplished by
simultaneously pressing the Shift and H keys on either
keyboard.

Throughout this manual the requirement to press and hold a
key prior to pressing a second key is indicated by enclosing
the key to be held in "pointed" brackets, followed by the
second key to be pressed, e.g., <Ctrl>[H] means to hold the
Control key down while you press the H key, and then release
both keys.

3.1.1.4.2 Editing Keyboard. The editing keypad, to the
right of the data entry keys, contains the four cursor scan
keys that move the cursor in the direction indicated by the
arrow. The other keys are normally used to edit data; their
functions and that of [DELETE] are determined by SIDPERS
applications.

3.1.1.4.3 Numeric Keyboard. The following list describes
the numeric keypad on the UVT-1224 and Z-248 keyboards:

a. The numeric keypad, at the far right of the UVT-1224
keyboard, allows numbers to be entered in calculator
fashion. If the terminal is set for "Numeric
Keypad", the keypad generates the same data
characters as the numeric keys on the data entry
keyboard, and [ENTER] corresponds to [RETURN]. If
the terminal is set up for "Application Keypad",
SIDPERS assigns special functions to the numeric
keys. The functions of [PFI] through [PF4] also are
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determined by SIDPERS. SIDPERS defaults to the
"Numeric Keypad" application, and all operating
instructions in this manual are predicated on the
terminal being set for "Numeric Keypad".

b. The numeric keypad, at the far right of the Z-248
keyboard, allows numbers to be entered in calculator
fashion. TIf [Num Lock] is turned on, the keypad
generates the same data characters as the numeric
keys on the data entry keyboard. All operating
instructions in this manual are predicated on [Num
Lock] being turned off.

3.1.1.4.4 Function Keys and Other Keys. ORACLE determines
the purpose of the function keys which are located at the

top of the UVT-1224 keyboard and at the left side of the
Z-248 keyboard. Chapter 2 of the Operating and Programming
Guide, Video Terminal UVT-1224, describes the generic use of
the modifier, standard function, and program function keys.
Table 3.1-1, UVT-1224 Keys and ORACLE Functions, provides
the mappings of the function keys and other keys on the
UVT-1224 keyboard to their ORACLE functions.

The key mappings for the Z-248 PC depend on whether Enable
or Procomm is used as the communications interface. The
person who sets up the communications interface should be
contacted if there is a question about which interface is
being used. Table 3.1-2, Z-248 Keys and ORACLE Functions
for Enable, provides the key mappings for the Enable
interface; Table 3.1-3, Z-248 Keys and ORACLE Functions for
Procomm, provides the key mappings for the Procomm
interface. Throughout the rest of this manual, keys are
listed in procedures by their ORACLE functions and not how
they appear on the keyboard.

Within each of the processing areas, certain keys have been
disabled. The "Disabled Area" column of the tables contains
numbers that represent the processing areas where the keys
are disabled. Keys are not applicable to the Reports
processing area and some keys are not applicable to certain
screens in other processing areas.
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UVT-1224 Keys and ORACLE Functions

ORACLE Function

Disabled Area

<Ctrls[E] or [F]
<Ctrl>[H]
<Ctrls> [K]
<Ctrl>[R]
[DELETE]

[Do]

[DOWN ARROW]
<Esc> [DELETE]
[Find]

[Help]
[Insert Here]
[LEFT ARROW]
[Next Screen]
[Prev Screen]
[Remove]
[RIGHT ARROW]
[Select]

[TAB] or [RETURN]
[UP ARROW]
[F7]

[F8]

[F9o]

[F10]

[F11]

[F12]

[F14]

[F17]

[F18]

[F19]

[F20]

[PF1]

[PF3]

[PF4] or <Ctrls>I[Z]

Duplicate Field
Delete Character
Next Primary Field
Redisplay Page
Delete Character
Commit Transaction
Next Record

Query Cancelled
Execute Query
Help (Field)
Create Record
Move Cursor Left
Next Block
Previous Block
Delete Record
Move Cursor Right
Enter Query

Next Field
Previous Record
Duplicate Record
Count Query Hits
Print Function
Next Record Set
Scroll

Previous Field
Insert/Replace
Clear Form

Clear Block

Clear Record
Clear End of Field
Show Function Keys
Display Error
Exit or Cancel

2%, 3
2, 3
3

2, 3
1, 2
1, 2
2, 3
2, 3
2

2, 3
2

2, 3
2, 3

Disabled Areas: 1
2

Administrative Functions

Personnel Actions and Organizational

Processing
Queries

* Has been disabled, except for the last field on the screen.




Table 3.1-2.

Z-248 Keys and ORACLE Functions - Enable

AISM 25-P195-HSD-SPY-EM

30 July 1997

Keys ORACLE Function Disabled Area
[Back Space] Delete Character 3
<Ctrl>[E] Display Error

<Ctrl> [F] Clear End of Field 3
<Ctrls [F2] Clear Record 2, 3
<Ctrl>[F4] Delete Record 2, 3
<Ctrl>[H] Delete Character 3
<Ctrl>[P] Print Function

<Ctrls> [R] Redisplay Page 3
<Ctrl>[Z] Exit or Cancel

[Dell Query Cancelled

[DOWN ARROW] Next Record 2, 3
[End] Exit or Cancel

[F1] Show Function Keys

[F2] Commit Transaction 2%, 3
[Fa] Create Record 2, 3
[F5] Execute Query 2, 3
[Ins] Insert/Replace

<Home> Clear Form 2
[LEFT ARROW] Move Cursor Left

[PgDn] Next Block 1, 2
[PgUp] Previous Block 1, 2
[RETURN] shift Right 3
[RIGHT ARROW] Move Cursor Right
<Shift>[F2] Clear Block 2, 3
<Shift>[F3] Duplicate Field
<Shift>[F4] Duplicate Record 3
<Shift>[F5] Enter Query 2, 3
<Shift> [TARB] Previous Field

<Shift> [TAB] Sshift Left 3
[TAB] or [RETURN] Next Field

[UP ARROW] Previous Record 2, 3

Disabled Areas: 1 = Administrative Functions
2 = Personnel Actions and Organizational
Processing
3 = Queries

* Has been disabled, except for the last field on the
screen.
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Keys

ORACLE Function

Disabled Area

[Back Space]
<Ctrls> [E]
<Ctrls>[F]
<Ctrls> [H]
<Ctrl> [P]
<Ctrl>[PgDn]
<Ctrls> [PgUp]
<Ctrls>[R]
<Ctrl>[2Z]
[Del]

[DOWN ARROW]
[End]

[F1]

[F2]

[Fa]

[F5]

[F7]

[F8]

[Fo]

[Home]

[LEFT ARROW]
[RETURN]
[RIGHT ARROW]
<Shift>([F2]
<Shift>[F3]
<Shift>[F4]
<Shift>[F5]
<Shift>[F7]
<Shifts>[F7]
[TAB] or [RETURN]
[UP ARROW]

Delete Character
Display Error
Clear End of Field
Delete Character
Print Function
Next Block
Previous Block
Redisplay Page
Exit or Cancel
Query Cancelled
Next Record

Exit or Cancel
Show Function Keys
Commit Transaction
Create Record
Execute Query

Next Primary Field
Insert/Replace
Delete Record
Clear Form

Move Cursor Left
Shift Right

Move Cursor Right
Clear Block
Duplicate Field
Duplicate Record
Enter Query
Previous Field
Shift Left

Next Field
Previous Record

3

3

1, 2
1, 2
2%, 3
2, 3
2, 3
3

2, 3
2

3

2, 3
2, 3
3

2, 3

Disabled Areas:

1
2

3

I

Administrative Functions

Personnel Actions and Organizational

Processing
Queries

* Has been disabled, except for the last field on the

screen.
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3.1.2 Access Control. SIDPERS processes personnel data
subject to the provisions of Public Law 93-579, "The Privacy
Act of 1974." To protect the data, the following access and
security features have been implemented:

a. The SA must issue a unique user name and password to
each end user before the end user can gain access to
the UNIX operating system where SIDPERS resides. The
end user is not authorized to add or delete passwords
or user names. If granted access to UNIX, a user may
change his or her own password. Users must not
divulge their passwords or allow anyone to use their
terminals while they are logged into SIDPERS.

b. The SIDPERS security system requires entry of an
authorized user name and password before access is
granted. The Database Administrator (DBA) determines
the functions that each user will be allowed to
access and issues a unique user name and password to
each user. Every user name is different so that user
accounts and processing records can be maintained and
individually identified.

3.1.3 Installation and Setup. The end user is not

authorized to install, modify, or access system or SIDPERS
software; only the SA and DBA have this privilege.

3.2 Initiating a Session. Before you can begin working
with SIDPERS, you must first log into UNIX, the ORACLE
Relational Database Management System (RDBMS), and SIDPERS.
The following subparagraphs describe how to turn on a
UVT-1224 terminal or a Z-248 PC and how to log into UNIX,
ORACLE, and SIDPERS.

3.2.1 Getting Started. The following subparagraphs
describe how to begin using a UVT-1224 terminal or a Z-248

PC to communicate with the U5000-series computer.

3.2.1.1 Using the UVT-1224 Terminal. The following
procedures describe how to turn on the UVT-1224 terminal.

To begin using the UVT-1224, complete the following steps:

a. Turn on the terminal by setting the ON/OFF switch on
the rear of the terminal base to the ON position.

The UVT-1224 OK message appears on the screen.
b. Press [RETURN].

The UNIX "login:" prompt is displayed.
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For information about logging into UNIX, ORACLE, and
SIDPERS, see paragraph 3.2.2.

3.2.1.2 Using the Z-248 PC. The following procedures

describe how to turn on the Z-248 PC and how to use Enable
or Procomm to communicate with the U5000. To begin using
the Z-248, complete the following steps:

a. Turn on the CPU by setting the ON/OFF switch on the
rear of the terminal base to the ON position.

b. Turn on the CRT by pressing the "I/O" switch on the
lower right front of the monitor.

c. Determine which communications package to use -
either Procomm or Enable.

If you are unsure of which communications package to
use, contact the person who is responsible for
setting up the PCs for communications.

d. At the DOS prompt, type p if you are using Procomm or
comlnk if you are using Enable.

If you have problems using Procomm or Enable, contact
the person who installed the communications package
on the personal computer.

e. Press [RETURN].

If you are using Procomm, the Procomm screen will be
displayed. If you are using Enable, the Enable macro
performs the steps that are usually done manually.

f. If you are using Procomm, press [RETURN] twice to
display the UNIX "login:" prompt. If you are using
Enable, the UNIX "login:" prompt is displayed
automatically; you do not have to press any key.

g. Verify that the [Num Lock] key is turned off.

For information about logging into UNIX, ORACLE, and
SIDPERS, see paragraph 3.2.2.

.2.2 Logging into IX RACLE, and SIDPERS. To gain
access to the UNIX operating system, ORACLE RDBMS, and
SIDPERS, you need user names and passwords. If you do not
have a user name or password, contact the SA or DBA.
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When the UNIX "login:" prompt is displayed, complete the
following procedures to log into UNIX, ORACLE, and SIDPERS:

a.

Type your user ID and pres<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>